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Abstract

Intrusion Detection Systems (IDS) are critical in
safeguarding  computer  networks  against
unauthorized access, misuse, and abuse. While
external threats are significant, internal attacks
often present even greater risks within
institutional environments. This study examines
the development of a multi-agent-based IDS
designed to strengthen the security of a
university’s Wireless Local Area Network
(WLAN). A proposed framework integrates
intelligent agent technology with intrusion
detection techniques to enable proactive analysis
and adaptive response to potential threats. Data
were collected through an online questionnaire
and analyzed using Microsoft Excel to assess
vulnerabilities and  perceptions of IDS
implementation. The findings indicate that IDS
adoption enhances network security and
substantially benefits students, particularly in
supporting  learning  activities.  Nonetheless,
specific challenges remain about WLAN
infrastructure. The study contributes valuable
insights into 1DS-based applications in academic
settings and offers practical guidance for
improving institutional cybersecurity.
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1. Introduction

This  research  investigates the risks and
vulnerabilities of a suitable multi-agent-based
intrusion detection system. There is a need to create

awareness within the university community among
students using multi-agent-based systems design and
to recommend best practices in evaluating multi-
agent-based risks and vulnerabilities. The paper is
about Walter Sisulu University (WSU), Ibika campus,
which understands the importance of intrusion
detection. Wireless Local Area Network (WLAN)
intrusion prevention or prevention of the system can
manage wireless traffic for the WSU Ibika case study
WLAN. Prevention systems can manage traffic, while
Wireless Intrusion Detection Systems (WIDS) use
dedicated wireless integrated network sensors to
detect embedded intrusions for WSU, wherever a
wireless access point is open on the network. Wireless
lunchtime teaching security school compares wireless
network Intrusion Detection System (IDS) and
explains how WSU enterprise can choose between
them.

The current situation of WSU is not bad because its
network has a server and a firewall. Although it has a
firewall, it must be detected using an IDS security
system. The type of current system they use in the
WSU Ibika campus case study is an IDS integrator.
This study introduces the central issue of the WSU
Ibika campus: students need to work efficiently and
effectively. It will assist the Ibika Campus IDS
technologies and maintain IDS for the WSU, Ibika
Campus. It will also provide an overview of
complementary technologies, including the tools that
analyze. A Multi-Agent System (MAS) is a loosely
coupled network of problem solvers that interacts to
solve problems beyond the individual capabilities or
knowledge of each problem solver (Derfee & Lasser,
1989).

A Wireless Local Area Network (WLAN) is one in
which a mobile user can connect to the local area
network (LAN) through a wireless (radio) connection
(Rouse, 2020). An Intrusion Detection System (IDS)
is a type of security software designed to
automatically alert administrators when something is
trying to compromise an information system through
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malicious activities or security policy violations
(Jassen, 2018). The WSU Ibika campus has never had
the IDS and MAS based on its WLAN, so most IDS
activities do not apply to the Ibika Campus. This
paper aims to investigate a suitable multi-agent-based
intrusion detection system for WSU students and the
Wireless Local Area Network to help university
community members understand the importance of
intrusion detection.

The main problem with the current wireless
network at WSU Ibika Campus is that the intruders
can easily hack the WLAN because the wireless
network of Ibika is not as secure as the wired one (Mr.
N Lushaba, Jaza M, 2021). The current WSU
network is secure, but not because the brilliant
internal hackers can easily hack it. Another challenge
is that there is an Advanced Persistent Threat that the
intruders use to gain access to the WLAN of the Ibika
campus. The researcher had a positive impact by
detecting the intrusion on the Ibika campus. WSNs are
more vulnerable to security attacks due to their open
environment. They had come across some limitations
in implementing many approaches. Networks are
secured from attacks by managing the IDs in each
maintained system. More challenges are proposed to
overcome limitations (Ziv Hagba, 2021). To address
these challenging issues, this study aims to make the
students of Walter Sisulu University (WSU), Ibika
campus, understand the importance of intrusion
detection so that students can detect intruders who
might want to hack their system.

The remaining part of the paper follows: Section |1
is the related work, Section IlIl is the research
methodology, Section IV is the data analysis, Section
V is the discussion, and Section VI concludes the

paper.

2. Related Works

The “Layered Intrusion Detection Framework™ was
proposed by Komninos N and Douligeris (2018).
Delineates a specialized mobile ad-hoc IDS technique
in which nodes assume different roles (e.g., alert,
detection, and collection). This differs from our
approach, in which data collection and processing are
done on each host node; IDS instances have no
coordinated action (Adrian P, 2019). This allows for
greater application independence and allows the host
systems to operate independently of information from
other systems. It also reduces the possibility of failure
and reduces computational needs (Adrian M, 2018).
Implement threshold-based IDS (Patwardhan A et al)
that works with routing on an ad-hoc network
infrastructure using “watchdog” nodes. This is a

specialized case of IDS that utilizes nodes serving a
specific purpose. Our system implements a general-
purpose detection scheme that is not dependent on
special-function nodes. Because of its inherent
scalability, low resource consumption, and portable
code base, our IDS applies to a different set of
possible target scenarios than those featured in the
related works in this section.

For Intrusion Detection Systems (IDSs) in Vehicular
Ad Hoc Networks (VANETS), a single-objective
optimization algorithm has inherited limitations for
the feature selection problem with multiple objectives
(J Liang, 2020) (Elegbeleye & Isong, 2025).
Moreover, the imbalanced problem commonly exists
in various datasets. Thus, in this paper, a feature
selection algorithm based on a many-objective
optimization algorithm is proposed for IDSs in
VANETS, in which the Adaptive Non-dominant
Sorting Genetic Algorithm serves as the many-
objective optimization algorithm (QTA Pham, 2019).
Two improvements, called Bias and Weighted (B&W)
niche-preservation and Information Gain (IG)-
Analytic Hierarchy Process (AHP) prioritizing, are
further designed in FS-MOEA. The former is used to
counterbalance the imbalanced problem in datasets by
assigning rare classes to higher priorities. At the same
time, the latter is employed to search for the optimal
feature subset for FS-MOEA. In IG-AHP prioritizing,
a more distinct measurement, average IG, is used as
the dominant factor to guide the decision analysis of
AHP (J Liang). Experimental results show that the
proposed FS-MOEA can improve the performance of
IDSs in VANETS and alleviate the negative impact of
the imbalanced problem. Vehicular Ad-hoc Networks
(VANETS) are vulnerable to various types of network
attacks like Blackhole attack, Denial of Service (DoS),
Sybil attack, etc. (H Zhang, 2018).

Intrusion Detection Systems (IDSs) have been
proposed in the literature to address these security
threats. However, high vehicular mobility makes
formulating an IDS framework for VANET
problematic. Moreover, by (B Subba), VANETS
operate in bandwidth-constrained wireless radio
spectrum. Therefore, IDS frameworks that introduce a
significant volume of IDS traffic are unsuitable for
VANETSs. In addition, dynamic network topology,
communication overhead, and scalability to higher
vehicular density are other issues that need to be
addressed while developing an IDS framework for
VANETs (MS Sheikh). This paper aims to make the
students of Walter Sisulu University (WSU), Ibika
campus, understand the importance of intrusion
detection.

3. Research Methodology
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This study adopts a mixed-methods approach,
combining both qualitative and quantitative
techniques to provide a comprehensive understanding
of the research problem. The mixed-methods strategy
enables the exploration of both measurable data and
subjective insights, ensuring a balanced analysis of the
Multi-Agent  Intrusion Detection System (IDS)
deployment within the university network.

Data was collected using structured online
guestionnaires, which were carefully designed to be
clear, descriptive, and user-friendly to facilitate
accurate and meaningful responses from participants.
Questionnaires were chosen as the primary data
collection tool due to their efficiency in reaching a
large and diverse group of respondents, affordability,
and ease of administration. This method also allows
respondents to provide thoughtful feedback at their
convenience, reducing potential biases that can occur
during face-to-face interviews. The questionnaire
focused on gathering information about participants’
awareness of IDS, perceived benefits, potential
challenges, and vulnerabilities associated with the
university’s Wireless Local Area Network (WLAN).
Direct engagement through the questionnaire enabled
effective communication with respondents, ensuring
comprehensive data collection while maintaining
anonymity and confidentiality.

Collected responses were analyzed using Microsoft
Excel, employing descriptive statistics to summarize
key trends and patterns. This analysis supported the
identification of IDS-related risks, benefits, and areas
requiring improvement, providing a foundation for
validating the proposed Multi-Agent IDS framework.
The methodological approach ensures that both
technical and user-centered perspectives are
incorporated, enhancing the reliability and
applicability of the research findings for academic
network security improvements.

3.1. Research Sampling and Data Collection

The study sample comprised 40 students enrolled in
the Information Technology Systems program,
selected based on the assumption that they are
frequent users of the Walter Sisulu University (WSU)
wireless network. This purposive sampling approach
ensured that participants had sufficient exposure to the
campus WLAN, providing relevant insights into their
awareness, understanding, and experiences regarding
intrusion detection systems (IDS).

Data collection was conducted using a structured
guestionnaire consisting of two sections. Section 1
gathered demographic information such as age,
gender, and level of study. Section 2 included 15
Likert-scale questions designed to measure students’
knowledge, perceptions, and attitudes toward IDS
deployment on the campus network, with responses
ranging from 1 (strongly disagree) to 5 (strongly

agree).

The questionnaires were administered in person
across different locations on the WSU Ibika campus.
The researcher provided guidance to participants
unfamiliar with technical WLAN concepts, assisting
them in completing the questionnaire when needed.
Additionally, mobile devices were employed to record
responses during informal interviews, enabling
accurate documentation of students’ perspectives and
experiences. This approach allowed the study to
capture both quantitative data from the Likert-scale
responses and qualitative insights from informal

4. Data Analysis

Data analysis embraces a whole range of activities
of both qualitative and gquantitative types. It is a usual
tendency in behavioral research that much use is made
of quantitative analysis, and statistical methods and
techniques are employed. Statistical methods and
techniques. Data analysis encompasses a wide range
of activities, incorporating both qualitative and
guantitative approaches. In behavioral research, there
is a common emphasis on quantitative analysis, with
statistical methods and techniques frequently
employed to derive meaningful insights. These
methods occupy a central role in research, as they
provide systematic solutions to research problems
(Wolpe, 1978).

For this study, an online questionnaire was
distributed to students at Walter Sisulu University,
Ibika campus, and 25 responses were received. The
guestionnaire responses were compiled in a Microsoft
Excel spreadsheet and subsequently analyzed.
Selected questions and their corresponding responses
are presented in this section, with results illustrated
using tables and graphical representations to facilitate
interpretation and understanding of the data.

Question 1: What Gender are you?

The gender information of respondents was asked,

and the information provided is shown in Figure 1
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Figure 1. Respondents gender.
Figure 1 captures the gender distribution of the
respondents, providing an understanding of the
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demographic context. The visualizations indicated the
proportion of male and female participants. This is
important because demographic characteristics can
influence knowledge, perception, and behavior
regarding network security and intrusion detection
systems (IDS). Ensuring a diverse sample enhances
the generalizability of the findings.

Question 2: Do you understand what IDS for WLAN
is all about? The second question 2 aims to know
whether the students understand what IDS for WLAN
is about. The student response is as shown in Figure 2.

Do you understand what IDS for WLAN is all about?
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Figure 2. Level of respondents' understanding of
IDS for WLAN.

Question 2 examined whether students understand
what IDS for WLAN entails. The majority of
respondents demonstrated limited understanding, with
a significant portion responding negatively or
indicating uncertainty. This suggests that awareness
and knowledge of wireless network security measures
are not uniformly distributed among the student
population. The findings highlight the need for
educational interventions and awareness campaigns to
improve knowledge about IDS technologies and their
benefits in securing wireless networks.

Question 3: Do you know the benefits of using IDS
for WLAN? From the respondents' responses, some
people said they know the benefits of IDS for WLAN,
while others disagreed with the benefits of IDS for
WLAN. Figure 3 shows the number of respondents
who agree, disagree, strongly agree, and strongly
disagree.

Knowledge of IDS Benefits

Strongly Disagree Strongly Agree

Disagree

Agree

Figure 3. Benefits of IDS for WLAN.

The survey investigated whether respondents had
practical experience using IDS. The results showed
that most participants had not used IDS, while a
smaller portion had some experience. This gap
between knowledge and practical exposure is
consistent with the findings from Question 2 and
emphasizes that awareness alone does not equate to
hands-on competence. Limited practical experience
may affect students’ ability to respond effectively to
network intrusions, highlighting the importance of
laboratory exercises and simulated IDS environments
for skill development.

Question 4: What is your attitude as a student
towards using IDS on WLAN on the Ibika Campus?
From the respondent’s response, some students agreed
on having a positive response towards using IDS on
the WLAN campus, while some disagreed on its
usage on campus. The pictorial representation of the

respondent’s response is illustrated in Figure 4.
Attitude Towards IDS (by Gender)

25 A
Gender
20
20 - mEm Male
[ Female
0
-
S 15 -
°
5 10
ﬁ 10 -
= 6
i ] i
: —
Very Negative Negative Positive  Very Positive

Figure 4. Positive attitude in using IDS for the
student WLAN.

From Figure 4, one can observe that 20 students
agreed with a positive attitude towards using IDS on
the WLAN at the Ibika campus, 10 students strongly
disagreed with the use of IDS on the Ibika campus,
four students disagreed, and only four strongly
disagreed with its usage on the campus. This response
shows that most of the students have a positive



152 Foundations and Trends ® in Information Systems, Volume 09, Issue 1, 2025

attitude towards the use of the IDS for WLAN on
campus.

Question 5: Have you ever used IDS to secure a
wireless network against intruders? The questionnaire
response shows that some students have used IDS to
secure the wireless network against intruders, some
did not even know what IDS is all about, and some
said they have not used it before in securing the
wireless network against intruders. The statistics of
the respondents' responses are shown in Figure 5.

Experience Using IDS

Yes, | have used IDS

I don't know what IDS is

No, | have not used IDS

Figure 5. Positive attitude in using IDS for the
students’ WLAN.

The graph in Figure 5 shows responses from the
guestionnaires. Out of forty, only five used IDS to
secure the network against intruders, 10 out of forty
students did not know what IDS was for securing the
network, and 25 respondents indicated they had not
used IDS against network intruders.

Question 6: Do you feel safe when unauthorized
people intrude into your system?

From the response obtained from the questionnaire,
a small number of people who used e-commerce
before are atleast feel safe, some students did not
know whether they are safe (this implies they do not
do not have experience in IDS, so they are no sure
about the IDS for WLAN), and some say they are not
safe when unauthorized person get access into their
system. The respondent's response is illustrated in
Figure 6.
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Figure 6. Use of IDS for WLAN.
Question 6 addressed whether students feel safe

when unauthorized individuals access their system.
The majority of respondents indicated that they do not
feel safe, while only a quarter felt secure. This
perception aligns with their limited experience using
IDS (Question 5) and lack of in-depth understanding
(Question 2). It underscores the importance of
practical exposure to security tools and the integration
of security awareness training to enhance users’
confidence in protecting their systems.

5. Political Trust

Investigating the Multi-Agent IDS for WSU WLAN
can be a serious problem if proper planning and
management are not done. The researcher used a
gualitative and quantitative  approach, using
questionnaires, which mainly had closed-ended
questions, and the subjects filled in the answers
because the questions were written in English. The
entire department should be informed about the IDS
security plans for the WLAN. Ibika Campus identifies
all the resources that should be made available for
WLAN. The researcher was very diligent when
dealing with the challenges of this Multi-Agent IDS
for the wireless network.

The charts in Section A indicate that Ibika Campus
students are interested in using the IDS for WLAN,
even though a few students do not know about it. The
first section has four student choices: agree, disagree,
strongly agree, and strongly disagree. Agree and
strongly agree that the longest bars are according to
the first section. It is important to state the major
problems experienced through the study. The main
problem during the data collection was that the
students were not interested in giving any information,
as this research targeted the Ibika Campus. The
purpose of the research was explicitly explained to
them. However, since they have little knowledge of
the required information, they became shy, which
tended to affect the quality of data collection.

6. Conclusions

This research showed that the investigation of IDS
in the Ibika Campus can succeed. The research also
discovered that the investigation of IDS in the Ibika
Campus can be effective and efficient if properly
implemented. The researcher noted this when
conducting the IDS investigation. There are other
problems experienced by students in the investigation
of the Multi-Agent IDS in Ibika Campus, for example,
there were places where the Multi-Agent IDS was
implemented, but people were not using it. The results
of this study were positive, which means that the data
were precisely what was collected by the research. For
the researcher to get quality data, the questionnaires'
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guestions were direct, to the point, and
understandable. The question was in one language
(English) so that respondents could understand what
was asked and give clear responses or understanding.
The “strongly agree, agree, and yes” options are
dominated, as reflected in the charts in this study.
Those responses directly supported the positive view
of the collected data.

The Students of the Ibika campus will benefit from
this study in such a way that the system and WLAN
will be in good condition. The student will be able to
perform their IDS for WLAN. The most fascinating
challenge about multi-agent-based IDS in the network
of WSU lIbika Campus (e.qg., files, directories, records,
programs) is that they move across the network. For
example, the intruder may need several accounts to
hack the system. To solve this unique problem that
has never been dealt with before is vital and very
interesting. The rationale and motivating work in the
IDS is to identify unauthorized use, misuse, and abuse
of the computer system. Another interesting work is
when the researcher identifies the set of general IDS
performance objectives, the basis for the WSU Ibika
campus case study methodology.
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